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Introduction: the discrete logarithm problem (DLP)
The problem under the Diffie-Hellman key exchange and the (EC)DSA
signature

Let (G,+) (resp. (G, ·) be a commutative group and g ∈ G.
DLP: Given [z ]g = g + · · ·+ g (z times), find z . (Resp. given g z find z).

In cryptography G is public and fixed

• DH and DSA: the multiplicative group ((Z/pZ)∗, ·) where 82% of the servers (in
an article) take

p =
9fdb8b8a004544f0045f1737d0ba2e0b274cdf1a9f588218fb435316a16e3741

71fd19d8d8f37c39bf863fd60e3e300680a3030c6e4c3757d08f70e6aa871033

• ECDH and ECDSA:
equation name standard applications

y 2 = x3 + 7 secp256k1 [NIS23] Bitcoina

y 2 = x3 + 486662x2 + x Curve25519 [NIS23] OpenSSHb

y 2 = x3 + 4 BLS12-381 [Cer10] BLS signaturesc

y 2 + xy = x3 + 1 Koblitz curves [NIS23] hardware implementationd

ahttps://en.bitcoin.it/wiki/Secp256k1
bhttps://www.openssh.com/specs.html
chttps://datatracker.ietf.org/doc/html/draft-irtf-cfrg-bls-signature-04
dhttps://research.birmingham.ac.uk/en/publications/

lightweight-coprocessor-for-koblitz-curves-283-bit-ecc-including-
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Context (2/2): pre-quantum cryptography
NIST 2024 report

Importance of a precise estimation, e.g. RFID tags inventary

• small compelxity of crypto-system

• moderate security is sufficient
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Motivation: the slow evolution of quantum computers

Superconducting circuits e.g. IBM

• (available at clients e.g. Spain): 127 qubits (2021)

• (available in laboratory): 1121 qubits (2023)

• (roadmap): 100 M quantum gates (2029)

Neutral atoms e.g. Pasqal

• (available at clients in France and Germany): 100 qubits (2022)

• (roadmap): 10 k qubits (2026)
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Shor’s algorithm

Algorithms for DLP in a group of n bits

• 1994 Shor: two (independent) algorithms for
• integer factorization
• DLP in any group: (Z/pZ)∗, elliptic curves, hyperelliptic curves

• 2017-2025 Eker̊a and Gidney: a variant of Shor’s algorithm with multiple runs
with less gates, followed by a quantum procedure (hard to compute the
asymptotic complexity)

• 2023 Regev: alternative to Shor’s algorithm which uses
√
n runs, each of which

uses
√
n times less gates.

• 2024 Chevignard et al. Alternative to Shor’s algorithm with n
2(1 + o(1)) qubits

and more gates.

Our goal: extend Regev’s algorithm to elliptic curves.
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Regev’s algorithm in a nutshell: compute logg x

Shor’s algorithm

• evaluation in superposition of [z ]g for all n-bit integers z + (less costly quantum
computations)

• classical post-processing on a lattice of dimension 2

Regev’s algorithm with parameters g1, . . . , gd−2 ∈ G with gd−1 = x and gd = g

• evaluation in superposition of
∑d

i=1[zi ]g for all d-tuples of n/d-bit integers
z1, . . . , zd + (less costly quantum computations)

• classical post-processing on a lattice of dimension d

Can one compute
∑d

i=1[zi ]g faster than [z ]g ?
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Multi-scalar product

Example with d = 2 bases a and b

• look-up table : a, b, ab

• a2
2+21b2

1+20 = ((a2) · a)2 · ab · b.

Pippenger (1980)

Input n/d-bit integers z1, . . . , zd , where zi =
∑

j 2
jzi ,j

Output
∑d

i=1[zi ]gi
1: result = 0
2: for j = 0, 1, . . . , ⌈n/d⌉ do
3: result = [2]result
4: result = result+ ([z1,j ]g1 + · · ·+ [zd ,j ]gd)
5: end for

Compleity (table lookup variant)

• d times less group operations than for a scalar product

• table lookup size: 2d
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Eliminating the look-up table

Regev’s idea for the factoring algorithm

• Set gi = i -th prime, so the bit size is O(log d)

• Compute on the fly any entry of the table.

• The product is made in Z:
• the product of two O(log d)-bit integers has cost O((log d)2)
• the product of any subset of {g1, . . . , gd−2} has cost O(d(log d).

Our adaptation to the elliptic curves

• Find g1, . . . , gd−2 ∈ E (Q) with small coefficients.

• Do the computations in Q.

The example of E (Fp) for a 256-bit prime p: y 2 + 5y = x3 + 6x2 + 5x − 6.

P = (−4, 1) Q = (−15/4, 9/8) R = (−1,−3)

P + Q = (2,−9) P + R = (7/9, 10/27) Q + R = (1, 1) P + Q + R = (−3,−6)
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Our idea in a nutshell

The role of small generators of E (Q)

• If the generators are small we use them in the role of the gi ’s. Then all the
elements of the table have small coefficients:

P + Q =

(
(
yQ − yP
xQ − xP

)2 − xP − xQ , (
yQ − yP
xQ − xP

)xP+Q − yPxQ − yQxP
xQ − xP

)
. (1)

• The cost of the computations is negligible with respect to a doubling in E (Fp).

Find many small points on the lift of an elliptic curve.

New idea: solve the DLP on a twist

Given E/Fp of equation y 2 = f (x) for a cubic polynomial f

• when D = □ in F, ED : Dy 2 = f (x) is isomorphic to E ;

• ED(Q) is different from E (Q), its rank can be arbitrarily large.

Let ϕ : E → ED be the morphism (x , y) 7→ (x , y/
√
D). For any P ,Q ∈ E

logϕ(P) ϕ(Q) = logP Q.
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The complete algorithm

Input An elliptic curve E over a finite field F and two points P ,Q on E
Output logP Q
1: (classical computer) Find D ∈ Q such that rkED ≥ d − 2.
2: (classical computer) Compute a set of generators P1, . . . ,Pd−2 of ED(Q)
3: (quantum computer) Set Pd−1 = ϕ(Q) and Pd = ϕ(P) with ϕ : E → ED the

isomorphism (x , y) 7→ (x , y/
√
D) and apply Regev’s algorithm for P1, . . . ,Pd .

4: return logPd
Pd−1
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Application to some curves from the NIST list (1/2)

secp256k1

y 2 = x3 + 7D,D = 3983

y 2 = x3 + 27881

P1 : (−28, 77)

P2 : (−20, 141)

P3 : (2, 167)

P4 : (7, 168)

h(
∑r

i=1[εi ]Pi) = 18
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Application to some curves from the NIST list (2/2)

Bernstein’s Curve25519

ED : y 2 = x3 + 486662Dx2 + D2x

ED : y 2 = x3 + 7299930x2 + 225x

P1 : (
602807829649

101704078504336 ,
−16467728898261393959177
1025669765879981883584 )

P2 : (
2307361
7396 , 536145478981636056 )

P3 : (
16646400

49 , 322073629200343 )

h(
∑r

i=1[εi ]Pi) = 115
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Complexity analysis

Theorem

(under classical conjectures in number theory and a randomness jeuristic on the lattice

of exponents) Regev’s algorithm for elliptic curves can be run with d = (log n)
1
2 and

uses d times less quantum gates than Shor’s algorithm.

Main points of the proof

1. How many values of d to try before finding one of a given rank ?

2. What size have the generators on an elliptic curve with coefficients of a given size
?

3. What bit size have the entries of the look-up table ?

The Néron-Tate height embeds E (Q) ≃ T × Zr as a lattice in Rr where the lenght of
the corresponding vector is related to the natural height of a represented point on
E (Q).
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Related works and open questions

Implementation

Shor’s implementation is not directly applicable.

Genus 2 cryptography

• Regev’s algorithm extends to hyperelliptic curves studied in cryptography with
parameter d = 6 (j.w. Gaetan Bisson).

• Open question : is it easier to find genus 2 curves of large rank ?

Hyperelliptic curves of genus g for large values of g

• The algorithm has a speed-up of min(g ,
√
n).

• Can one give an unconditional proof of correction ?
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Illustration
• (Z/pZ)∗ is sub-exponential (Adleman 1979)

• large genus hyperelliptic curves is sub-exponential (Adleman 1994)

• genus 2: same security as elliptic curves (genus 1) but non-standardized (see also
article with Bisson)

• binary elliptic curves: same security as elliptic curves over prime fields but
explicitly marked as ”deprecated” in the NIST standards

• small coeffs elliptic curves : smaller cost than random elliptic curves due to
Regev’s attack

elliptic

curves

small

coeffs
(Z/pZ)∗

binary

curves

genus

2

large

genus
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Certicom research.

Standards for efficient cryptography sec 2: Recommended elliptic curve domain
parameters, 2010.

Available online at http://www.secg.org/sec2-v2.pdf.

NISTNational Institute of Science and Thechnology, Computer security resource
center.

Special publication NIST 800-186: Recommendations for discrete logarithm-based
cryptography: Elliptic curve domain parameters.

https://csrc.nist.gov/pubs/sp/800/186/final, February 2023.
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