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Zero-knowledge property: X is indistinguishable from Y
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∣∣∣ ≤ negl(n)
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Ṽ

0/1

X

P

..
.

SṼ Y
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Ṽ

P

ρ

..
.

SṼ σ
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Rewinding in a quantum world

Standard technique for proving ZK: rewinding

Quantum measurements are irreversible

Watrous’06: Quantum rewinding

Theorem

Assuming post-quantum commitment schemes, there are ZK protocols (GMW’91) that are
secure against full-scalable quantum adversaries.

Problem: Quantum rewinding is inherently costly!

NISQ: noisy intermediate-scale quantum device

devices that we should have in the near-term

Are post-quantum ZK protocols secure against NISQ adversaries?
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Revisiting the definition of post-quantum zero-knowledge
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Quantum Zero-knowledge property: ρ is indistinguishable from σ

∃ QPT S, ∀ QPT Ṽ , QPT D :
∣∣∣Pr [D(P ↔ Ṽ ) = 1]− Pr [D(SṼ ()) = 1]

∣∣∣ ≤ negl(n)

The simulator can potentially have much more computational power than the verifier!
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∣∣∣Pr [D(P ↔ Ṽ ) = 1]− Pr [D(SṼ ()) = 1]
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Example of the problem

LFACTORING = {⟨N, L,U⟩ : ∃ prime p that divides N, s.t. L ≤ p ≤ U}.

Protocol

1 P sends a prime p that divides N and L ≤ p ≤ U

2 V checks if: a) p is prime; b) p divides N; and c)
L ≤ p ≤ U. V accepts iff all the checks pass.

Completeness ✓

Soundness ✓

S:

1 Using the Shor’s algorithm find all the prime
factors p1, ..., pℓ of N.

2 Send pi that divides N and L ≤ pi ≤ U to Ṽ

Quantum zero-knowledge ✓

Protocol is post-quantum zero-knowledge but NISQ verifiers learn something!

S “ignores” the computational power of Ṽ

Goal: “NISQ”-safe ZK: Ṽ and S have roughly the same computational power

this work: focus on memory used by Ṽ and S
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Our contributions

1 Definition of space-bounded quantum zero-knowledge

2 Possibility result: If the verifier has logarithmic-many qubits, there is a constant-round
space-bounded quantum zero-knowledge

3 Impossibility result: If the verifier has superlogarithmic-many qubits, black-box
space-bounded quantum zero-knowledge is impossible
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Space-bounded quantum zero-knowledge

Ṽ

P

ρ
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SṼ σ

(s, f )-space bounded zero-knowledge property

∃ QPT S, ∀ QPT Ṽ , QPT D, x ∈ L:∣∣∣Pr [D(P ↔ Ṽ ) = 1]− Pr [D(SṼ ()) = 1]
∣∣∣ ≤ negl(n)

space-bounded property: if Ṽ uses at most s(|x |) qubits, then S uses at most f (s(|x |)).

Classical memory is “for free” No delayed measurements
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Possibility result

Lemma

Let M = O(log λ) and f (M) = 2M. There is a constant-round (M, f )-space-bounded
quantum zero-knowledge for any language in NP.

Sketch of the protocol

1 V sends commitments of two random strings α0 and α1.
2 P sends a bit b.
3 V sends the opening of commitment of αb.
4 P uses a witness-indistinguishable protocol to prove to V that

x ∈ L or it knows α0 ⊕ α1

Completeness ✓ Soundness ✓ sb-ZK
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Possibility result

Sketch of S
1 Interacts with Ṽ and receives commitments of α0 and α1

2 Store the classical content st of Ṽ at this point
3 Main thread

1 Sends random bit b and receives the opening of αb

2 Store the content (quantum and classical) of Ṽ at this point – (σ, st′)
4 Repeat Lookahead Threads until success:

1 Restart the verifier on the state
(

I
2M

, st
)

2 Sends a random bit b′ to the verifier and it hopes that b′ ̸= b and the verifier does not abort.

5 Using (σ, st′) and the values α0 and α1, simulate the WI proof

Still some issues regarding the abort probability of Ṽ ⇒ we consider a larger challenge space
and a slightly more complicated protocol/simulator.

Completeness ✓ Soundness ✓ sb-ZK ✓
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and a slightly more complicated protocol/simulator.

Completeness ✓ Soundness ✓ sb-ZK ✓

11 / 14



Impossibility result

Lemma

Let M = ω(log λ) and any f . Then any language that has fully black-box
(M, f )-space-bounded quantum zero-knowledge protocol is in BQP.

Corollary

If NP ̸⊆ BQP, there are no (M, f )-space-bounded quantum zero-knowledge protocols for
NP-complete languages for M = ω(log λ) and any f .

Structure of the proof:

1 Start with a space-bounded quantum zero-knowledge protocol P ↔ V for a language L
2 Construct a verifier V ′

3 Show that any simulation for P ↔ V ′ can be converted into an algorithm that decides L
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Impossibility result

Sketch of V ′, which is composed of the channels (Φ1, . . . ,Φn)

Φi (ρi ⊗ |mi ⟩⟨mi |):
1 Checks if ρi = |Si−1⟩⟨Si−1|, where Si−1 is a random M

2
-dim subspace of ZM

2 which is hardwired in Φi .

2 If the check fails, Φi aborts.

3 Computes the next message mi+1 using V and outputs |Si ⟩|mi+1⟩, where Si is a random M
2
-dimensional

subspace of ZM
2 , which is hardwired in Φi (and Φi+1).

Intuition of the proof:
1 Using the techniques from AC’13, we can show that the successful queries to the channels

must be in order (first Φ1, then Φ2, then Φ3,...)
2 Using this structure on the queries, we can design a prover P̃ that executes S to convince

the honest verifier V
3 P̃ is efficient, so we can merge it with V to have an algorithm for L

Several issues to make P̃ execute S correctly ⇒ use encryption schemes and signature
schemes to design a more complicated V ′ and P̃
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Conclusions

We initiate the study of NISQ-safe zero-knowledge protocols
1 Definition of space-bounded zero-knowledge
2 Possibility result for verifiers with log-many qubits
3 Impossibility result for verifiers with superlog-many qubits

Is non-black-box space-bounded ZK possible for verifiers with superlog-many qubits?

Is fully black-box simulation interesting/important in other contexts?

Which other notions of NISQ-safe are interesting?

1 Simulator uses same (non-universal) gate-set of the verifier
2 Fixed architecture
3 Depth-efficient simulation
4 ...

Thank you for your attention!
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